Safer Internet Day Presentation Notes — Primary
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Notes for speaker — brief introduction and welcome.

Explain how long the talk will take and the types of things you will be doing over that time.
For example:

‘Today we are joining millions of people around the world in celebrating Safer Internet Day,
a day for promoting a safer and better internet for all users, especially children. During this
assembly we are going to talk about being online and using the internet. We will look at the
positives and possible negatives of the internet as well as some general advice on how to
stay safe while using the internet.’
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Notes: Safer Internet Day (SID) is an EU wide initiative to promote a safer internet for all
users, especially young people. Safer Internet Day in Ireland is promoted and coordinated by
Webwise, the Irish Internet Safety Education Awareness Programme. The Theme for Safer
Internet Day is “Together for a Better Internet”.

The aim of the day is a call on young people, parents, teachers, schools, government,
businesses to join together to make the internet a safer and better place for all, and
especially for children and young people.

Safer Internet Day is a day to promote safe and responsible use of the internet, a day for us
to consider how all the different ways we use the internet and how we can make the
internet a safer and better place for all, and especially for children and young people.
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Notes: Today we are going to look at what the internet is, what we mean when we are
talking about being online. Before we can talk about being safe online we have to consider
all the different ways we can be online and use the internet - what exactly do we mean
when we are talking about the internet. Let’s being by watching this video by the HTML
Heroes, Archie and Ruby, who are going to look at what is the internet.

This video introduces the pupils to the HTML Heroes, two plucky usb keys, Archie and Ruby,
who will rap catchy rhymes to teach your pupils about the internet. The children’s
experience will be varied.

Video available here: https://vimeo.com/313425824



https://vimeo.com/313425824
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Notes: Now, let’s consider the positives and negatives of the internet?
Ask pupils to list:

- What might be the positive things about the internet?

- What might be the negative things about the internet?

Examples of the benefits of using the internet might be; communicating with friends who
live far away, instant access to music or films you want to watch, researching for
homework/project work, developing and learning new skills or creating content.

Examples of negative effects of the internet might be that the children could see something
they don’t want to see, cyberbullying, spending too much time online. This lesson also gives
the class and teacher a chance to recap on the Stay Safe programme and Stay Safe rules.
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Notes: How can we avoid the negative things on the internet?

e Lead the discussion to how we could prevent the negative things associated with the
internet or even lessen their harmful effects.

e You can use this as an opportunity to stress the importance of ground rules when
using the internet in school and at home.

e Also, emphasise the point that it can be easy to come across something
inappropriate or upsetting on the internet and that if they do it is important to tell
an adult about it when it happens.

e Reassure the pupils that they are not to blame if they come across something online
that makes them feel uncomfortable.
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Notes: Who would you tell if you saw something on the internet that you did not like?

‘Who would you tell if you saw something on the internet that you didn’t like or that made
you feel unsafe?’. Ask pupils to discuss this in their pairs and feedback to you when they
have finished.
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Notes: Take a moment to recap these main points to pupils.

e Theinternet is a brilliant resource that you can use to do lots of different things



e It’s not always your fault if you come across nasty stuff on the internet
e The best thing to do if you see something online that worries you or makes you
feel uncomfortable is:
o close it down by clicking the X button at the top left of the screen
o tell your parents/guardians or your teachers as soon as possible
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Notes: Rules of the Internet!

Now we are going to listen to the ‘Rules of the Internet’ song. Sing along and see if you can
name the 6 rules of the internet listed in the song!

Listen to the Rules of the Internet Song here:

www.webwise.ie/rules-of-the-internet

Play the ‘Rules of the Internet’ song for pupils. Ask pupils to listen for the first time hearing
it. Then play again for pupils asking them to list each of the rules mentioned in the song.
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Notes: Here are the 6 rules, mentioned in the song. Keep these in mind when you spend
time online!

1. Keep your password safe
2. Know what you can share - don’t overshare personal information
3. Be careful of what you post
4. Keep it online for friends you don’t know
5. Don’t stay in chats you don’t like
6. Don’t download junk
Extended SID activity:

1. Once pupils have written down each of the rules, ask them to create a poster
containing each of the rules mentioned in the song. Encourage the pupils to include
a symbol or emoji(s) to represent each rule.

2. Create your own rap about internet safety. Why not work on the lyrics together and
perform your rap or song. This is a great example of an activity to promote better,
safer use of the internet for Safer Internet Day. Webwise would love to hear it! Send
it in to us via Twitter, Facebook or Instagram, email internetsafety@pdst.ie or keep
an eye out for our Safer Internet Day competition on webwise.ie and your school
could win prizes!
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Notes: These safety points recap the points discussed earlier and the internet safety rules
mentioned in the ‘Rules of the Internet!’ song.


www.webwise.ie/rules-of-the-internet
https://twitter.com/Webwise_Ireland?lang=en
https://www.facebook.com/Webwise/
https://www.instagram.com/webwiseireland/?hl=en
mailto:internetsafety@pdst.ie

1. Only use safe websites that have the image of a padlock and https at the beginning
of the web address

2. Don’t download anything from unsecure websites
3. Alway set your personal information online to private

4. Use strong passwords to keep online accounts safe - this means using a combination
of numbers, symbols and letters (upper and lower case)

5. Be careful who you share personal information online with and don’t reply to
messages from strangers

Slide 11:

Notes: Distribute the Safer Internet Day take home activity sheet available at
www.webwise.ie/saferinternetday

Pupils are to take this home and read through with their parents/guardians, agree on terms
listed and sign.
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Notes: How to be safe online

Now we are going to take this short Take the Online Safer Internet Day Primary Quiz and
find out how to be safe online!

Go to https://bit.ly/2Y3Y2UW to play the quiz. This Kahoot quiz contains questions that
recap the main safety points of the presentation.

There is an option of leading pupils through the questions on screen or if they have access
to devices they can play along themselves.
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Notes: Take a Safer Internet Day Assembly selfie and send it into Webwise on
internetsafety@pdst.ie or share you support on your school’s social media too using the
hashtag #SaferInternetDay

Webwise love seeing all your photos from your online safety campaigns and Safer Internet
Day activities. Send in your photos, videos and posters to Webwise and your school could be
in with a chance of winning some great prizes.

There are lots of ideas and activities on the Safer Internet Day page:
www.webwise.ie/saferinternetday

Register your school's Safer Internet Day events on the Webwise event’s map and receive
free SID wristbands for your school. Register here: www.webwise.ie/saferinternetday

Share your SID activities


http://www.webwise.ie/saferinternetday
https://bit.ly/2Y3Y2UW
mailto:internetsafety@pdst.ie
http://www.webwise.ie/saferinternet

We love seeing all your photos from your online safety campaigns and Safer Internet Day
activities. Connect with us on:

e Twitter @Webwise_lIreland

e Facebook: facebook.com/webwise_Ireland

e Instagram: webwiseireland

e Share ideas tips/plans using #SaferinternetDay

e Share your internet safety messages on webwise.ie/saferinternetday
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Notes: Enter the Primary School Safer Internet Day Competitions and your school could win
some great prizes. Categories include: The Picture Competition, the Techwise Award -
including Best Video and Best Music and the Art Award - including Colouring and Poster

Enter the competitions at www.webwise.ie/primary-competition-category/
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Notes: Webwise would encourage you to download copies of the Parents' Guide to a Better
Internet booklets and or Parent’s checklists to distribute to pupils to take home to their
parents. The booklet can be ordered for free at Webwise.ie/parents
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Notes: These following supplementary extended Safer Internet Day slides are available for
teachers to use to support the SID talk they will have just heard. These activities are to be
completed in the classroom to continue the discussion on how to stay safe online. The
following slides contain instructions and links to worksheets which can be downloaded and
completed by pupils.

Please note: The extended activities are aimed at 4th-6th class as they come from the
MySelfie resource and the Post Primary resource both available at
www.webwise.ie/teachers/resources/
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Instructions:

In this activity we will look at sharing personal information online and consider how
ensuring privacy settings are on can help protect your personal information.

1.Hand out the My Profile worksheets available from Up2Us, lesson 2,
https://www.webwise.ie/up2us-2/



https://www.webwise.ie/primary-competition-category/
www.webwise.ie/teachers/resources/
https://www.webwise.ie/up2us-2/

2.Explain that nobody should talk while completing the worksheet. However, they may write
messages or draw pictures to communicate with each other as they complete their
worksheets. Emphasise that these notes are private so students are free to talk about what
they want, within reason. It is important that these notes are kept private and are destroyed
as soon as the activity is over. The notes or profiles should not be read out loud unless the
participants are happy to share the information.

3. Give three minutes for people to fill in the worksheets.

4. When everyone has filled in their worksheets poll the group. Ask people to raise their
hands if they would be comfortable sharing the information contained on their worksheet
or notes:

- with friends?
- on aschool noticeboard?
- in a shopping centre?

- on aschool website?
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Instructions:

In this activity we will look at sharing personal information online and consider how
ensuring privacy settings are on can help protect your personal information.

After surveying the group, ask the following questions. The suggested answers might help
you lead the discussion:

Should you share this type of information online?
Suggested answers:

e Yes, sharing this information online means people can help you in times of need.

e Yes, sharing this information online helps you to get it off your chest.

e Yes, sharing this information online can mean that you are targeted with ads, links
and products that might interest you.

e No, sharing this information online could make you vulnerable if it were to get into
the wrong person’s hands.

e No, sharing this information could lead to someone getting hurt.

e No, sharing this information could put you at risk of online scams.

What are the risks involved in sharing such information?
Suggested answers:

e You could easily be fooled and exploited by someone you don’t know online.

e You leave yourself open to prank phone calls and spam.

e By exposing more of your personal information online you risk being cyber bullied in a
more personal and hurtful way.



How could sharing private information online contribute to cyberbullying?
Suggested answers:

e The more personal information you post online the more open you leave yourself to
being teased.

e By posting your information online you encourage people to talk about this
information: this could lead to hurtful comments.

e Private information posted online could result in mean rumours.

e Posting identifying information such as your address could put you at risk of physical
bullying.

After leading a short discussion, click to reveal the key messages on the screen in the next
slide.
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Instructions:
After leading a short discussion, click to reveal the key messages on the screen.

Then use the information included below to explain the key messages.

Key message:

Once you post something online, it’s there forever and you have no control over who sees
your information or photos. Therefore you really need to think about what you share online.
Sharing your pictures and thoughts can be a fun way of communicating and getting things
off your chest. However, sharing too much personal information can result in you being
hacked or the subject of a scam. It can also put you at risk of being cyber bullied in a more
personal and hurtful way.

Many sites allow you to decide which parts of your profile can be accessed by others.
Assume that everything is public unless you are sure that it isn’t. Opting for private doesn’t
always mean that only your friends can see your profile. In some cases, everything you put
on your profile can be seen by everyone but only your friends can post comments or
message you.
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Instructions:

In this activity we will consider what photos are appropriate and okay to share online and
what photos are inappropriate or could upset someone by posting them online.

1. Get everyone to take their phones out and to have a look at the last photos they took
with friends.



2. Hand out the Share or Delete checklist.

3. Have everyone work in pairs for five minutes to decide if these pictures should be shared
online. The checklist should help people decide.

4. After students have gone through the Share or Delete checklist in pairs, click onto the
next slide.

5. Then explain The Granny Rule and key message using the information below.
“The Granny Rule is useful when trying to decide if a picture should be shared online.
If you wouldn’t show a picture to your granny then it probably shouldn’t be online!”

Key message:

Once you post a photo onling, it’s there forever and you have no control over who sees or
uses your information or images. Therefore you really need to think about what you share
online.

You also really need to think about how the sharing of images might affect the people in
your picture. If the photo might embarrass or get someone in trouble you need to do the
responsible thing and delete the photo. You might think it’s okay to share a picture with a
private group of friends. However, sharing a digital image is like telling a secret to someone.
Once it’s shared, you’ve no control over what others will do with that photo or information.
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Notes:
Key message:

Once you post a photo online, it’s there forever and you have no control over who sees or
uses it. Therefore you really need to think about what you share online.

You also need to think about how sharing images might affect the people in your picture. If
the photo might embarrass or get someone in trouble you need to do the responsible thing
and delete the photo. You might think it’s okay to share a picture with a private group of
friends. However, sharing a digital image is like telling a secret to someone. Once it’s shared
once, the photo could end up anywhere!
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Instructions:



This activity gets pupils to consider the impact of posting and sharing a photo online and
how it has the potential to get out of control very quickly.

1.Get everyone to take their phones out and to have a look at the last photos they took with
friends.

2.Hand out the Share or Delete checklist.

3.Have everyone work in pairs for five minutes to decide if these pictures should be shared
online. The checklist should help people decide.

4. After students have gone through the Share or Delete checklist in pairs, click onto the next
slide.

5.Then explain The Granny Rule and key message using the information below.

“The Granny Rule is useful when trying to decide if a picture should be shared online.
If you wouldn’t show a picture to your granny then it probably shouldn’t be online!”
Key message:

Once you post a photo online, it’s there forever and you have no control over who sees or
uses your information or images. Therefore you really need to think about what you share
online.

You also really need to think about how the sharing of images might affect the people in
your picture. If the photo might embarrass or get someone in trouble you need to do the
responsible thing and delete the photo. You might think it’s okay to share a picture with a
private group of friends. However, sharing a digital image is like telling a secret to someone.
Once it’s shared, you’ve no control over what others will do with that photo or information.
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Notes:

This activity serves as a useful summary of the main points discussed in the previous
activities on sharing personal information online.

Go to Lesson 5 My Information Online, Activity 2 (https://www.webwise.ie/lessons/5-my-
information-online/) and ask pupils to complete the fill in the gaps activity as a recap of how
to keep your personal information safe online.



https://www.webwise.ie/lessons/5-my-information-online/
https://www.webwise.ie/lessons/5-my-information-online/

